
OWL RISK MANAGEMENT SOLUTIONS 

WE HAVE A WIDE-EYED VIEW OF YOUR RISK! 

Reducing theft and vandalism 

is simply good stewardship in 

your church ministry. Churches 

may think that they are immune 

from crime, however, thinking 

in those terms is a big fallacy 

eluding to loss of assets and in 

recent cases loss of life.  All to 

often churches incur theft-

related losses due to insuffi-

cient internal controls or from 

internal staff and volunteers.  

Perhaps your church has an 

open door policy, keeping the 

church doors unlocked to per-

mit members or even walk-in 

guests, vendors and suppliers to 

enter the premises. In inexpen-

sive protective measure in re-

ducing theft or vandalism is to 

add an alarm sound to all of 

your external doors.  Every 

time some one enters or leaves 

the building a sound is made.   

Today, it is a challenging effort 

to provide accessibility for 

church congregants and add 

protection from theft and van-

dalism.   

Church Safety Solutions 

If you have an established Risk 

Management Team (RMT), 

one of the first steps they 

should undertake is to formal-

ize your scope statement and 

objectives. Next, a risk assess-

ment can be used as a founda-

tion for developing a church-

specific strategy and for pro-

viding church leaders with the 

necessary documentation for 

funding and budgeting reme-

diation controls and implemen-

tation. 

How can you prevent your 

church from being an easy 

target for theft?  You can con-

tact your local police depart-

ment to schedule an on-site 

evaluation of your property and 

offer suggestions on how to 

protect your church assets.  

Your church (RMT) should use 

a theft and vandalism checklist 

to periodically review the inte-

rior and exterior structure look-

ing for vulnerable weaknesses.  

The  RMT strategy should 

focus on best practices in risk 

management to make it diffi-

cult for your church to be tar-

geted.  The following tips are 

examples of best practices: 

• Evaluate the benefits of in-

stalling an alarm system that 

is monitored through a cen-

tral station or contract secu-

rity company. Use the expert 

advice from the security 

company to recommend 

locations of windows and 

door sensors, or you may 

need interior motion detec-

tors. 

• Conduct a seasonal night 

time perimeter walk-around 

to determine proper lighting. 

A seasonal walk-around will 

help you evaluate visibility 

of your church.   

• Invest in landscape lighting 

for full perimeter protection.  

Well-lit areas create deter-

rent controls, deterring 

criminals from taking advan-

tage of hiding in the dark 

areas of your church 

grounds. 

• Secure all church vehicles by 

locking doors and rolling up 

the windows.   

• If you have valuables in your 

vehicles such as cell phones, 

laptops, or money bags, store 

them securely in your trunk 

or under your seat  
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Reducing Theft and Vandalism 

(continued) 

before arriving at your destination.  If you 

have installed a Global Positioning System 

(GPS) in your church vehicles, remember 

that theses are hot items criminals will want 

to steal.   

• Lock and secure all perimeter doors and 

windows.  Install deadbolts on all entry 

doors and enforce locked doors when 

church buildings are unoccupied.  You 

want to have fail-safe doors, such as 

panic hardware allowing occupants free 

access to the exterior of the property.   

• Never lock exterior doors with chains or 

padlocks.  Check with your local fire 

department to determine acceptable solu-

tions for locking your church. 

• Unattended or unlocked garages and 

carports provide attractive target for 

thieves and vandals.  Storage items and 

garden equipment should be secured at 

all times in a designated locked area.  

These items, if left out, can be easily 

stolen or used to gain access to the 

church.  Always lock church garage 

doors and storage units when unattended. 

department. 

• Church leaders or designated authority 

should establish proper communication 

to parents/guardians when 18 and under 

events are held on church property to  

ensure that adult supervision is provided. 

Youth should not be permitted to linger 

on church property after an event has 

concluded and should be supervised until 

they leave and picked up by an author-

ized adult. 

• Church leaders or designated authority 

should have a readily available phone 

listing of local fire departments, police 

departments, security alarm system con-

tacts and hospitals in case of an emer-

gency or to report a theft or vandalism to 

church property. 
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Church Leaders or Designated Authority 

• Church leaders or designated authority 

should partner with Neighborhood Watch 

and National Night Out to help combat 

crime in your area. 

• Church leaders or designated authority 

should establish security awareness train-

ing for all church staff, volunteers and 

congregation to ensure that everyone 

understands the importance church secu-

rity. 

• Church leaders or designated authority 

should report suspicious activities occur-

ring near your property to the local police 

• The church and local neighborhood are 

more likely to know more about who and 

what current activities are taking place.   

• This can enhance your outreach ministry, 

providing effective church planting. 

• By cooperating with police and within 

your community, people can help fight 

crime, reducing theft and vandalism 

throughout the neighborhood. 

• Neighborhood Watch is a deterrent con-

trol, creating both physical and psycho-

logical barriers for criminals. 

• Individuals are better prepared to respond 

to suspicious activity. 

• Provides for a Neighborhood Watch sign 

to be ceremonial presented in your 

neighborhood. 

• Provides a forum for community action. 

What is National Night Out? 

National Night Out is a community-police 

partnership held the first Tuesday of every 

August since 1984 sponsored by the Na-

tional Association of Town Watch in the 

United States and Canada.  It aims to in-

crease awareness about police programs in 

communities. 

If you are interested in getting involved 

with National Night Out, you can locate 

additional information at the following 

URL:  

http://www.nationaltownwatch.org/nno/. 

Benefits of National Night Out (NNO) 

• Heighten crime and drug prevention 

awareness. 

• Generate support for local anticrime pro-

grams. 

• Strengthen neighborhood spirit and po-

lice-community partnerships. 

• Send a message to vandals letting them 

know that neighborhoods are organized 

and a fighting back. 

• Strengthen  your outreach ministry and 

church involvement in your community. 

 

What is a Neighborhood Watch? 

A “Neighborhood Watch” is a crime pre-

vention program that enlists the active par-

ticipation of citizens in cooperation with 

law enforcement to reduce crime in their 

communities. The National Sheriff’s Asso-

ciation started Neighborhood Watch in 

1972. 

A successful neighborhood watch should 

result in the sense of ownership by mem-

bers of each community. This will result in 

a true community-police partnership. As 

awareness is increased, Neighborhood 

Watch can serve as a valuable resource in 

your community. 

To start a neighborhood watch, contact your 

local Community Relations Officer or visit 

the following URL: 

http://www.ncpc.org/topics/neighborhood-

watch. 

Benefits of Neighborhood Watch 

• Citizen involvement provides an added 

level of security “defense in depth” that 

might otherwise not be possible. 

T H E F T  A N D  V A N D A L I S M  

“National Night Out strengthens 

your outreach ministry and church 

involvement in your community” 

partnering with your community 



• Do you lease church facilities for other 

groups, such as driver education schools, 

or other community events? 
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Purchasing Video Surveillance Equipment 

the holder of the key to alert church offi-

cials if the key is lost, stolen and under 

what conditions the key must be surren-

dered to the church. 

• Review access rights during regular 

church meetings as a standard agenda 

item. 

• Develop procedures that require re-

keying when keys are lost or stolen. 

Have you considered installing a keyless 

entry such as a cipher locks, electronic key 

management or a card reader system.  

What are  Cipher Locks? 

Cipher locks are extra-heavy duty push-

button access control system that permits 

entry only to those who know its correct 4-

digit code. 

What are Card Reader Systems? 

Card reader systems come in many forms 

and styles.  There are magnetic card reader 

systems, proximity card readers, RFID card 

reader, the list goes on and on.  A magnetic 

card reader is a device used to scan cards 

containing magnetic data strips 

 

What are Electronic Key Management? 

Electronic key management is the ultimate in 

key organization and security.  Using a Win-

dows PC and state-of-the art semi-conductor 

technology, the system electronically cata-

logues and tracks the keys  used in your 

church.   

An electronic key system is church doors 

being unlocked remotely over the Internet.   

Remote access helps churches provide  

continued on page 4, see Key Control 

 

Do you know who have the keys to your 

kingdom? Do you know how many keys 

have been lost ? Do you have an authorized 

key list? If you answered “no” to any of the 

above, you do not have an effective internal 

controls to key management.  If you don’t 

know who has your keys and access to your 

church, it may be time to establish a formal 

process for continually monitoring assigned 

keys.  Keys are as important to overall secu-

rity goals as alarm systems.  Effective key 

management control can provide a less 

expensive alternative to risk management.  

Church leaders or designated authority 

should control how the keys to the church 

are tracked.   

Tips for Basic Key Control 

• Use restricted keys, which are provided 

through a locksmith and prevent unau-

thorized duplication. 

• Determine what level of leadership in 

your church should be in charge of deter-

mining who should be provided a key 

and to what parts of the property. 

• Create a key management policy and a 

signed acknowledgement that requires 
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The Importance of effective Key control 

Video equipment can be used as a deterrent 

control, used to monitor the perimeter of 

your church campus.  Video cameras can be 

installed on the exterior of the church prop-

erty, wired to record real-time activities. 

Security cameras can be used as a first line 

of defense in preventing and reporting theft 

and vandalism.   

 Below are questions church leaders should 

ask when considering purchasing video 

equipment. 

• Will video surveillance equipment pro-

vide theft and vandalism deterrents? 

• How is your church configured? Do you 

have one building with a couple of rooms 

or multiple buildings with classrooms, 

offices and library? What is the history of 

theft and vandalism in your neighbor-

hood? 

• Do you host sports leagues, youth events, 

parties and wedding receptions on site? 

Access the system by computer 



Key Control: continued from page 3. 

entrance without staff or volunteers being 

on-site and helps provide information if 

there is a break-in.   

With an electronic key system, authorized 

church members are given ProxCards and 

PIN to access the building doors. Sanctuary 

doors can be placed on door timers to elimi-

nate the need for someone to manually open 

the doors.  

What are the Benefits to Electronic Key 

Management Control? 

• Security—You know who has your keys 

and for how long? 

• Convenience—Quick, easy-to-use soft-

ware shows what keys are in, and what 

keys are out. 

• Accountability—Complete audit trail and 

reporting by users.  Users accountability 

reduces lost keys and improved security. 
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(RSC)   

*B3—Non-rated anti-theft 

*B4—UL TL-15 Label 

*B5—UL TL-30 Label 

*B6—UL TL-30X6 or TRTL-30 Label 

Fire Safes 

Fire safes are designed to protect contents 

against fire damage and offer a minimal 

level of security. Test criteria will include 

the length of time in a fire of a specified 

length of temperature, that the safe can 

maintain an internal temperature below 

200° C.  A safe achieving a particular stan-
dard will be rated as VDMA/120 (120 min-

utes). 

Examples of Fire Rating 

*FR—Fire resistant unrated insulated safe. 

*1/2 hr—UL class 350, protects valuables 

up to 30 minutes, outside temperature 1550 

degrees. 

*1 hr—UL class 350, protects valuables up 

to 1 hour, outside temperature 1770 de-

grees. 

*1 hr plus—UL class 350, protects valu-

ables up to 1 hour, temperature 1770, drop 

test from 30 feet. 

*2 hr—UL class 350, protects valuables up 

to 2 hours, outside temperature 1850 de-

grees. 

*2 hr plus—UL class 350, protect valuables 

up to 2 hours, outside temperature 1850 

degrees, drop test from 30 feet. 

Burglary/Fire Safes 

These are multi-purpose safes, offering 

good security against forced entry as well as 

protection from fire.   

Data Safes 

Similar to a fire safe, but in case of a fire, 

maintains a lower internal temperature than 

a fire safe (less than 52° C)—the point at 

which data media is destroyed.  Data safes 

protects against other hazards such as high 

humidity, and electro magnetic contamina-

tion.   

 

 

 

 

Churches should use Underwriters’ Labora-

tories (UL) rated safes.   A good safe will 

carry a fire protection rating, data protection 

rating, or security rating dependent on the 

type of safe. UL listed safes are designed 

and rated for theft prevention or fire, but 

rarely both.  

When testing for rating, net working time is 

used. It is the time spent trying to break into 

the safe and type of protection tested.  

Stand alone units come in one of four main 

categories: 

•Burglary Safes 

•Fire Safes 

•Burglary/Fire Safes 

•Data Safes 

 

Burglary Safes 

Are designed primarily to protect the con-

tents against theft and will generally offer 

little or no protection against the damage of 

the contents by fire or other risks. 

Examples of Burglary Rating 

*B1—Theft resistant: safe provides a com-

bination lock and minimal theft protection. 

*B2—UL Residential Security Container 

T H E F T  A N D  V A N D A L I S M  

Consider a Fireproof safe or filing Cabinet? 

Cipher Lock 

Fire Resistant Media Chest 
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Sample Theft and Vandalism Checklist 

Prepared By:   Date Prepared:   Revision Number: 1.0 

Checklist Objective A theft and vandalism checklist can be an effective means to help deter crimes against the church 

property.  This is a sample checklist that can be customized for your church organization. Some 

areas in your church may require more frequent inspections.  At a minimum you should conduct 

checklist annually. 

Read each question carefully and mark the appropriate answer. 

 

1. Does your church have theft and vandalism guidelines? 

2. If the church keeps its doors unlocked during the day or evening, is 

there an alarm system that will alert staff members when visitors 

enter the building? 

3. Does the church have a current asset inventory list of all physical 

items including, but no limited to, stained glass windows, artwork,  

furniture, office equipment, computer equipment, sound systems, 

musical instruments, dining or kitchen appliances, maintenance tools 

and lawn and garden tools? 

4. Does your church have a current asset inventory list of all docu-

ments, vehicle titles, property deeds and confidential church records 

documented according to your asset policy? 

5. Does your church have an asset policy?  

6. Are all doors, windows, doorbell ringers, cameras and central moni-

toring alarm system tested monthly? 

7. Are all monthly checklists reviewed by the proper authorized per-

sonnel. 

8. Does you church have UL branded church safes? 

9. Are background checks performed on all new hire employees and 

individuals that have access to church finances or physical assets? 

10. Is your church treasurer or other appropriate people bonded? 

11. Does your church participate in a community Neighborhood Watch? 

12. Has the church invited members of the law enforcement community 

to participate in theft and vandalism workshops? 

13. Has a risk assessment been conducted of the church property within 

the past year? 

14. Does your church have a specialized group authorized to review 

access control areas? 

15. Does your church have a key management control policy in place? 

16. If yes, is the key management control policy reviewed annually and 

updated as needed? 

17.  Does your church have an established risk management program 

implemented?   

18. Does your church have a Risk Management Team (RMT)? 
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OWL Risk ™ specializes in working with churches to enable them 

to carry out the commission God has entrusted to them.  We do this 

through a process of analyzing and understanding the effectiveness of 

the basic core elements of the organization.  Sometimes in the busy-

ness of daily tasks, focus can be lost on just what are the true mis-

sions, visions and values of the Church.  We can help readjust your 

focus and help you see the future more clearly; being more in tune 

with the plan and design God  

 

 

If you have any questions or if you would like to receive additional 

information, please write to use via e-mail at: info@owlrisk.com. 

 

You may also contact us for assistance regarding  risk 

management control at: 

 
Call Toll-free: 1-866-579-7475 
 
 

Ophelia Livingston  

CISSP, G7799, ITIL, GPCI, MBA, MSIS 

Church Risk Management Solutions 3.0 

OWL Risk Management Consulting 

OWL RISK MANAGEMENT SOLUTIONS 
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www.owlrisk.com 

www.owlriskblogspot.com 

http://owlivingston.googlepages.com/home 


